ABSTRACT Recently, short message service (SMS) has become one of the most popular applications for mobile users. However, it provides convenience for worms to spread in mobile networks. Due to the differences between computers and smartphones, the current propagation models of computer worms cannot be employed in the mobile network directly, especially in the SMS scenario. In this paper, we propose a worm propagation model based on SMS, named susceptible-affected-infectious-suspended-recovered. To accurately predict the worm propagation via SMS, first, we add the affected state to represent the state of users who have received the messages but have not clicked the malicious links. Second, since an infected node does not always send malicious messages to others, a novel state, the suspended state, is introduced to describe this situation. Furthermore, related stabilities of the worm-free equilibrium and the endemic equilibrium are studied. The worm-free equilibrium is locally and globally asymptotically stable if the basic reproduction number R 0 < 1, whereas the endemic equilibrium is locally asymptotically stable if R 0 > 1. Finally, comprehensive experiments have been done to support our conclusions and confirm the rationality.
I. INTRODUCTION
In the past few decades, computer worms [1] , [2] , also referred to as a kind of computer virus which can replicate themselves so as to infect computers as many as possible, have caused tremendous damages to our computers and our computer networks as well. When we review its history, maybe Morris worm is the first known one, which came into the world in 1988. After that, new worms came up frequently, such as Code Red [3] , [4] , Code Red v2 [5] , Witty [6] and Slammer [7] . Nowadays, worms in mobile networks gradually become the biggest concern since mobile intelligent devices are gaining more popularity because of their portability and convenience. According to the annual Internet survey from China Internet Network Information Center (CNNIC) [8] , there were about 620 million smartphone users in China by the end of 2015, and this number has been far more than the number of computer users.
In the meantime, Short Message Service (SMS) has become one of the most important communication applications in mobile phones. Under this background, inspired by the Social Engineering Attacks (SEA) [9] , one kind of worm in mobile networks, named SMS-based worms, has become reality, e.g., Cckun [10] , Selfmite [11] and xxShenQi [12] , which can propagate themselves sophisticatedly among smartphones by utilizing users' address books and sending messages with malicious links to others. They can rapidly spread among mobile phones and pose a great threat to users, such as high telephone charge and privacy leakage [13] . Thus it is very crucial to investigate the infection process of SMS-based worms so as to find the weak point to contain their propagation.
In the past few years, propagation models for computer worms have been relatively mature. Researchers have presented various models, such as the Susceptible-Infected (SI) model [14] , the Susceptible-Infected-Susceptible (SIS) model [15] , the Susceptible-Infected-Recovered (SIR) model [16] and the Susceptible-Exposed-Infected-RecoveredSusceptible (SEI RS) model [17] . However, since there are some differences between computer worms and SMS-based worms, especially their spreading ways, these models cannot be directly used to describe propagation of SMS-based worms.
In mobile communication, when a new message has come into the message box, unless the user clicks the malicious link included in the message, the worm is triggered and he will be infected at once. Otherwise, the malicious link is not clicked and the user cannot be infected. Thus the user cannot immediately translate into the infected state even if he has received the malicious message. We add a new state, the affected state (A), to represent the state of users who have received the malicious messages but have not clicked the malicious links, i. e., not triggered the worm. Moreover, we find that the infected phone may be broken down and in this case it cannot send malicious messages to other phones. Consequently, the suspended state (D) is introduced to describe this situation. In order to precisely portray the dynamic behaviors of SMS-based worms and characterize their propagation in the mobile environment, in this paper, we develop a novel dynamic model, the Susceptible-Affected-InfectedsuspenDed-Recovered (SAIDR) model based on the above two new states. Further, we analyze the stabilities of SAIDR in the worm-free equilibrium and the endemic equilibrium. Our model reaches the worm-free equilibrium with locally and globally asymptotically stabilities if the reproduction number R 0 < 1. While R 0 > 1, SAIDR has one endemic equilibrium, which is locally asymptotically stable. Moreover, the theoretical results are validated by thorough experiments.
There are four main contributions in this paper. At first, we find the differences between SMS-based worms and computer worms and subsequently present two new states. Second, the SAIDR model is proposed to specially model the propagation of SMS-based worms. Third, we analyze the stabilities of our model in theory. Finally, comprehensive experiments are conducted and the rationality is confirmed.
The rest of this paper is organized as follows. Section II introduces the related work about the worm propagation models. In Section III, we construct the system of differential equations for the SAIDR model. Section IV calculates the basic reproduction number and then analyzes the local and global stability conditions for the worm-free equilibrium and the endemic one. The numerical results of the simulations are covered in Section V, followed by the summarization with some future works in Section VI.
II. RELATED WORK
There are many attacks in communication network, such as DDOS attacks [18] , [19] and worms. Nowadays, new kinds of worms come out. XSS worms appear in online social network. Chaudhary and Gupta [20] proposes a clientserver based framework to alleviates the dissemination of XSS worms from the OSN. Another new kind of worms, SMS-based worms also has become reality [10] - [12] . In order to reduce the damage of worms, it is very important to build accurate propagation model for them.
Since there are some similarities between the propagation of computer worms and biological viruses, several models are borrowed from epidemic propagation to describe the characters of worms spread in computer networks, e. g., the classical simple epidemic Susceptible-Infected (SI) model [14] , the classical Kermack-Mckendrick model (KM) [21] and the Susceptible-Infected-Susceptible (SIS) [15] . In these models, some actual impact factors are ignored. Subsequently, a two-factor model was proposed to analyze the propagation of Code Red worm in [22] . One factor is the dynamic countermeasures taken by Internet Service Providers (ISPs) and users; the other is the congestion of some routers caused by the rampant propagation of Code Red. Gan et al. [23] supposed that external computers are connected to the Internet. Taking into account the effect of the Internet topology on computer virus, they employed a complex-network approach to establish a novel virus propagation model. These models can solve many problems about worm propagation. However, they all assumed that the susceptible nodes translate into infected nodes immediately. As a matter of fact, the infected node requires a period of time to send worm bodies to the susceptible node.
To overcome this drawback, a novel state, the exposed state (E), was presented into the propagation models of computer worms. Mishra and Pandey [17] formulated an e-epidemic Susceptible-Exposed-Infected-RecoveredSusceptible (SEIRS) model for the computer worms transmitted through vertical transmission. In this model, if the reproduction number is no more than one, the infected nodes become extinct and the worm dies out. Otherwise, the infected nodes exist and the worm persists at an endemic equilibrium. Considering the different latency period of computer malware, Ren et al. [24] put forward a novel SEIRS model for computer virus propagation. The threshold value deciding whether the infection vanishes or not was given and the local stability and global asymptotic stability were investigated. Moreover, in view of the different network topologies and the effect of other software, researchers proposed the Susceptible-Exposed-InfectiousSusceptible with Vaccination (SEIS-V) model [25] and the extended Susceptible-Exposed-Infectious-Benign wormRecovered (e-SEIAR) model [26] . Latest researches considered more impact factors and presented more accurate models. Abazari et al. [27] developed a dynamic mathematical model for malware propagation in the virtualized cloud environments, i.e., the Susceptible-Protected-Infected (SPI) model, to explore the influence of self-defending Virtual Machines (VMs) with alterable VM population and migration patterns. Liu et al. [28] constructed a new compartmental model based on two hypotheses: 1) a computer immediately possesses infectivity while infected by malware; 2) various susceptible computers have different infection rates.
Though these above methods have addressed problems of worms spread in computer networks, due to the differences between computers and smartphones they are not suitable for characterizing the process of worm propagation in the mobile environment. Xiao et al. [29] proposed a worm propagation model, Susceptible-Exposed-Infectious-QuarantinedRecover-ed (SEIQR), in the Wi-Fi scenario. They defined the quarantined state to describe the spread of worms propagated via Wi-Fi and analyzed the related stabilities of the worm-free and endemic equilibria. Further, according to their model, they brought forward an efficient method to combat the worms across the Wi-Fi network. Liu et al. [30] shaped the behavior of malware spreading in mobile networks and introduced complex networks following the power-law degree distribution to model mobile malware propagation. Further, the asymptotic stability of the malware-free equilibrium was confirmed. However, the character of propagation via SMS is not taken into consideration in these previous models.
They cannot be applied to predict the infection of SMS-based worms. In this paper, we bring forward the SAIDR model to specially investigate the propagation of worms via SMS. 
III. MODEL DESCRIPTION
In this section, we introduce a novel dynamic mathematical model, the SAIDR model, to portray the dynamic behaviors of SMS-based worms and characterize their propagation in the mobile environment.
In mobile communication, susceptible users cannot immediately translate into the infected state while receiving the malicious messages if they do not click the malicious links. Therefore we add a state A, i. e., the affected state, to represent the state of users who have received the malicious messages but have not clicked the links. Moreover, an infected node does not always send malicious messages to others especially when the phone is broken down. A new state, D, the suspended state, is introduced to describe this situation. The suspended state is a special state, indicating that the malicious message exists in the smartphone, but the phone cannot send out malicious messages. The state transition graph of our model is depicted in Fig.1 .
There are five states in our SAIDR model, i.e., the Susceptible state (S), the Affected state (A), the Infected state (I), the suspenDed state (D) and the Recovered state (R). For convenience, we denote the node number in each state by the same capital letter as the state, and the total number of nodes in our system by N . As shown in Fig.1 , the arrows between states demonstrate the state transition, and the symbols aside the arrows are the corresponding transition rates except that the symbol µ is the natural birth/death rate. Since the natural birth rate equals to the natural death rate, at each time t,
The susceptible state indicates the corresponding nodes are healthy and vulnerable to worms, while the affected state is an intermediate state before the infected state. If the susceptible node receives a malicious message from its neighbor, it transforms to the affected state with the infection rate β. Further, if the affected node clicks the malicious link contained in the message and thus triggers the worm, it becomes infected subsequently with the transition rate η. Once the node is infected, it automatically sends malicious messages to its neighbors in its address book. If the infected node is broken down by the worm, it turns to the suspended state. In the suspended state, although the malicious message is not eradicated from the mobile phone, the phone cannot send malicious messages to its neighbors. τ is the transition rate from the infected state to the suspended state. In the real world, users may install some security tools in their phones to prevent or delete malicious messages. The phone cannot be infected forever after installing the security tools. If the phone keeps in the special suspended state, people can repair it and install security tools afterwards. So whichever state the node is in, it can transit to the final recovered state. γ , δ, σ, ϕ refer to the recovery rates from state S, A, I and D to state R respectively. According to these transition relationships, the SAIDR model can be explained by the following five differential equations:
Based on relation (1), (2) can be reduced to the equivalent 4-dimensional system as follows: 
IV. STABILITY ANALYSIS
In this section, we firstly calculate the worm-free and endemic equilibria for the SAIDR model. Then the basic reproduction number is obtained. Subsequently we prove the worm-free equilibrium is locally and globally stable and the endemic one is locally stable.
A. EQUILIBRIA Theorem 1: In system (3), there is only one worm-free equilibrium, i.e.,
and only one endemic equilibrium, i. e. ,
Proof: By solving the following equations while I = 0:
only one worm-free equilibrium is got,
While I = 0, only one endemic equilibrium is obtained,
Theorem 1 is proved.
B. BASIC REPRODUCTION NUMBER
In this part, we use the theory in [31] to get the basic reproduction number of the SAIDR model. According to Theorem 1, system (3) has only one worm-free equilibrium,
Taking the infected compartments to be A and I gives
Hence, we get
and the next generation matrix
Therefore, the spectral radius of K can be found as
.
According to [31] , the basic reproduction number of system (3) is
C. STABILITY OF THE WORM-FREE EQUILIBRIUM
Theorem 2: P 0 is locally asymptotically stable with respect to the feasible region , when R 0 < 1; otherwise, unstable. Proof: From Theorem 1, the dynamic system (3) has only one worm-free equilibrium P 0 = µN γ +µ , 0, 0, 0 . We can get the Jacobian matrix at P 0 as the equation shown at the bottom of the page.
The characteristic equation of the Jacobian matrix is shown at the bottom of the page.
That is
where a = δ + η + µ and b = σ + τ + µ. Therefore the corresponding eigenvalues of J (P 0 ) are: λ 1 = − (γ + µ) < 0, λ 2 = − (ϕ + µ) < 0, and the roots of the equation as follows:
Then we can obtain:
(δ+η+µ)(σ +τ +µ) < 1, H 2 > 0 is proved. Based on the Hurwitz criterion [32] , roots of equation (7) have negative real parts. Hence each root of equation (6) has negative real parts. According to the stability theory [33] , when R 0 < 1, P 0 is locally asymptotically stable; in other case, at least one root of equation (7) has positive real part and thus P 0 is unstable. The proof is finished.
Theorem 3: P 0 is globally asymptotically stable with respect to the feasible region , when R 0 < 1; otherwise, unstable.
Proof: From the first equation in system (3),
We define a Lyapunov function in the following form:
Then the time derivative of L(t) can be calculated as
Therefore, R 0 = ηβS 0 (δ+η+µ)(σ +τ +µ) < 1 infers L (t) < 0 within the feasible region. According to LaSalle Invariance Principle [34] , the claimed result stands.
D. STABILITY OF THE ENDEMIC EQUILIBRIUM
Here, the stability of the endemic equilibrium is studied.
Theorem 4: When R 0 > 1, P * is locally asymptotically stable with respect to the feasible region .
Proof: The Jacobian matrix at the endemic equilibrium
is given by the equation shown at the bottom of the page. It is easy to obtain the characteristic equation of the above Jacobian matrix as the equation shown at the bottom of the page.
where a = δ + η + µ, b = σ + τ + µ, c = βI * + γ + µ. Thus the corresponding eigenvalues of J (P * ) are: λ 1 = − (ϕ + µ) < 0 and the roots of the equation:
Subsequently we can calculate: 
By the Hurwitz criterion [32] , all roots of equation (11) have negative real parts. Therefore every root of equation (10) has negative real parts. Further, based on the stability theory [33] , P * is locally asymptotically stable with respect to when R 0 > 1.
V. NUMERICAL SIMULATION
In this section, thorough experiments are conducted to support the theory results and validate the rationality of our new model. We employ the fourth-fifth order numerical method, named Runge-Kutta Fehlberg, to solve the differential equations of the SAIDR model in Matlab. Suppose the worm is spreading among 100,000 smartphones, i. e., N = 100, 000.
A. STABILITY CONFIRMATION
We do the simulation in two cases, i. e., R 0 < 1 or R 0 > 1, to verify the stability results in Section IV. In the first experiment, the numbers of susceptible, affected, infected, suspended and recovered nodes at the initial time are set as S (0) = 40000, A (0) = 30000, I (0) = 30000, D (0) = 0, R (0) = 0. And other parameters β = 0.0000003, µ = 0.000001, η = 0.003, γ = 0.00002, δ = 0.003, σ = 0.004, τ = 0.001, ϕ = 0.007. Using equation (5), we can calculate R 0 ≈ 0.143 < 1. According to Theorem 2 and 3, the worm will gradually die out when R 0 < 1. Fig. 2 plots the curves of the node numbers in the five states respectively. It can be seen obviously from Fig. 2(a) that the number of infected nodes drops off all the time. In long time as depicted in Fig. 2(b) , the number of susceptible nodes almost decreases to zero around the 2000 th minute before tardily becoming large bit by bit; whereas the number of susceptible nodes soars at first, and after the 2000 th minute it tends to generally taper off over time. Finally, the numbers of susceptible, affected, infected and suspended nodes converge to the wormfree equilibrium P 0 (4762, 0, 0, 0), which is consistent with the globally asymptotically stability proved in Theorem 3. It comes to a conclusion that the worm propagation follows the rule that the infection cannot grow and there exists a worm-free equilibrium when R 0 < 1 [27] , [35] .
In the second experiment, we set the initial numbers of susceptible, affected, infected, suspended and recovered nodes as S (0) = 99000, A (0) = 500, I (0) = 500, D (0) = 0 and R (0) = 0 respectively. β = 0.000003 and the other parameters remain unchanged. According to equation (5), it can be got R 0 ≈ 1.43 > 1. The result is shown in Fig. 3 . It can be seen from Fig. 3(a) that, the number of infected nodes increases at first, reaching the peak of about 20% of the total number in the system at about the 300 th minute before the slow decrease. This demonstrates that the worm can rapidly spread via SMS in the mobile network. From  Fig. 3(b) , the number of recovered nodes achieves the maximum of nearly 100,000 around the 2000 th minute and then gradually declines. With respect to the number of susceptible nodes, there is a sharp drop at first. However, after about the 2000 th minutes, the tendency is on a tardy rise.
B. RATIONALITY VALIDATION
In this part, we do the research on two critical parameters, the infection rate and the transition rate from the infected state to the suspended state, to validate the rationality of the SAIDR model.
At first in order to investigate the effect of the infection rate, β, on the worm prevalence, in the third experiment we vary the infection rate from 0.000003 to 0.000009 and plot the curves of the infected node numbers in Fig.4 . We set the initial numbers of susceptible, affected, infected, suspended and recovered nodes as the same as those in the previous experiment, i. e., S (0) = 99000, A (0) = 500, I (0) = 500, D (0) = 0 and R (0) = 0. The other parameters are set as µ = 0.000001, η = 0.003, γ = 0.00002, δ = 0.003, σ = 0.004, τ = 0.001, ϕ = 0.007. In this case, when β ranges from 0.000003 to 0.000009, R 0 > 1. It can be seen from Fig. 4 that when the infection rate becomes higher, more nodes will be infected in shorter time. In other words, the worm propagates faster with the increase of β. Thus we can accelerate the process of malware extinction by lessen- ing the infection rate, which is consistent with the related work [22] - [31] .
The transition rate from the infected state to the suspended state, τ , is an important parameter in our model. It is necessary to find the relationship between τ and the infected nodes. In the fourth experiment, the initial node number in each state and the parameters except τ , i.e., β, µ, η, γ , δ, σ and ϕ, are the same as those in the second experiment. We set τ = 0.001, 0.002, 0.003 separately. Consequently, R 0 ranges from 1.02 to 1.43, which are all bigger than 1. Figure 5 plots curves of the infected node numbers. Among the peaks of the three curves, the curve of τ = 0.001 arrives at the maximum, whereas the curve of τ = 0.003 reaches the minimum at nearly the same time of about the 350 th minute. Higher transition rates from the infected state to the suspended state lead to less nodes being infected at the same time. It is because that the higher rate means more nodes can translate from the infected state to the suspended state and thus fewer nodes remain in the infected state. A conclusion can be drawn that the more phones the worm breaks down, the less phones it can infect, which is reasonable in the real world.
VI. CONCLUSION
In our work, a novel model, SAIDR, is proposed for the propagation of SMS-based worms which specifically target smartphones. To accurately predict the worm propagation via SMS, a new state, A, is introduced to represent the state of users who have received the malicious messages but have not clicked the links. In reality, an infected node does not always send malicious messages to others. We adopt another new state, D, to describe this case. In terms of the basic reproduction number R 0 , we analyze the local and global asymptotic stabilities of the SAIDR model. At last, numerical experiments are given to support the theory results and validate the rationality. (1) When R 0 < 1, the worm propagation declines quickly, and the numbers of susceptible, affected, infected, and suspended nodes converge to the worm-free equilibrium. (2) When R 0 > 1, the worm propagates rapidly among mobile networks. In the long term, the infected nodes will gradually disappear. (3) With a higher infection rate, the number of susceptible nodes infected by the worm increases within a shorter period. The prevalence of worms can be inhibited by reducing the infection rate. (4) If the worm breaks down more phones, the infection scope will be shrunk. In our work, the topology of the network the worm spreads is not taken into consideration. In the future work, we will discuss more features about SMS-based worms to expand our model more reasonable and accurate, such as the topology of the propagation network [36] . 
